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Project Plan
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Project Name:
Terraria Server on Raspberry Pi

Project Goal:
The Raspberry Pi is an inexpensive piece of equipment that is capable of
several different things. This project serves to demonstrate how a Raspberry Pi
can operate as a gaming server across a standard network. The project will also
demonstrate the configurations needed across the routers and switches to make
the server work along with some higher-level routing functions. The end goal of
the project is to have computers successfully remotely connect to the Terraria
server running on the Raspberry Pi on the internal network.

Project Description:
To achieve the goals listed above, two redundant routers will serve as the
backbone of the network. Both routers will be configured with HSRP to simulate
that if one router goes down, the other will take over the forwarding role. The
routers will be running EIGRP as the routing protocol to show the functionality of
sharing loopback addresses between each other. The routers will also be
equipped with NAT which is a new topic that is crucial to the success of the
project. NAT will be translating the private IP address of the Terraria game server
to a public IP address so that users outside of the network can connect to the
internal game server. Port Forwarding is another new topic that is needed for
outside users to connect to the game server. Port forwarding will be done on the
Spectrum home router to allow traffic to and from the network via the port that
the Terraria game runs on.
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The switch will serve as the access layer device that connects the Terraria
game server and the end users. The switch will be configured with basic
configurations. There will be three VLANs configured on the switch for Users,
Server, and Management. Port security will be configured to ensure that no
vulnerabilities are left on the switch. Rapid spanning tree will also be set up for
the efficiency of bringing up the network.
The Raspberry Pi will be configured and placed off the switch. The Raspian
operating system will be installed on the Raspberry Pi. The Pi will be set up with a
static IP address. Mono will be installed which is an open source programming
interface used to further dive into the raspberry pi framework. Tshock will be
installed via the terminal. Tshock is the Terraria game server that is going to be
what the users are connecting to in this project. Tshock will be loaded up on the
raspberry pi and configured to begin hosting the Terraria world.
The laptop computer will be the first test as to whether the game server is
functional. Once the laptop computer can connect to the Terraria world, the next
goal is to configure the network so that users outside of the network are able to
join the world.
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Equipment Needed:
-2x Cisco 2950T 24 Port Switches
-Used to demonstrate access level functions
-2x Cisco 1841 ISR Routers
-Responsible for routing to the Terraria server
-Laptop Computer
-For testing purposes
-Raspberry Pi 3
-32GB SD card
-Power Supply
-Peripherals (keyboard, mouse, monitor)
-Networking Cables
-To interconnect all the devices appropriately
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Network Topology:
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Specific Objectives:

1. Research
a. Raspbian OS install
b. SD card setup
c. Network Settings on Raspberry Pi
d. Mono on Raspbian OS
e. Tshock on Raspberry Pi
f. NAT Configuration and Implementation
g. Terraria port forwarding
h. Remotely Connecting to Server
2. Physical Setup
a. Interconnect all devices via network cables
b. Erase old configurations from Cisco equipment
c. Plug peripherals into Raspberry Pi and start machine
3. Network Configuration
a. Come up with an addressing scheme and implement it
b. Assign static address to the laptop
c. HSRP between the routers
i. Document functionality by shutting down one router
d. EIGRP on routers
i. Loopbacks will be used to show EIGRP functionality
e. Static route to Internet
f. NAT configuration
i. Natting Terraria server IP to the outside world
ii. Research to find out where to implement NAT
g. Port Forwarding
i. A certain port will need to be opened on the Spectrum Router
ii. Access the router and select the port to leave open
h. Spanning tree on switches
i. Rapid spanning tree
ii. Portfast and bpduguard enabled
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i. VLANS
i. Three separate VLANs for Users, Server, and Management
j. Port security
k. Secure the console and vty lines
i. Passwords and encryption
4. Raspberry Pi Configuration
a. Configure and format the SD card
i. SD formatting tool download and run
b. Download operating system
i. NOOBS download from Raspberry Pi website
ii. Copy extracted files to the SD card
c. Install Operating System
i. Insert SD card into Raspberry Pi and start machine
ii. Select Rasbian OS to install
d. Set up static IP address and network settings
e. Install Mono on Raspberry Pi
i. Installed via terminal command
f. Download Tshock
i. Download from web browser
g. Open Tshock and configure the Terraria game
i. Start the game from terminal command
ii. Select the Terraria world and port to run it on
h. Start the Terraria world and open it to the public
i. The internal laptop should be able to connect right away
5. Testing
a. Hosts should be able to ping every device internally
b. Laptop should be able to connect to Terraria game
c. External user should be able to connect to Terraria game
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Applied and New Knowledge:
This project includes a piece from each of the networking courses offered
at the University of Akron. The routing and switching functions will be
demonstrated by working with senior level concepts. All the best practices are
expected to be implemented as they would be in the business world.
The project also includes several new materials that were never used in any
of the courses. Working with a Raspberry Pi will be a new challenge since it is a
new device that was never taught. The concept of NAT was briefly talked about in
one of the courses, but the goals in this project will display the power of NAT at a
much deeper level. Port Forwarding is also a new concept that was not used
inside any course. Port Forwarding will be explored and documented because it is
necessary to the success of the project.
This project will test the basic understandings of networking and the
incorporation of connecting users to a new service. The whole point of
networking is to connect end devices to a service whether it be the internet, a
web server, streaming platform, a local file database, etc. This project serves as an
eye-opening realization that many people nowadays are connecting to game
servers across the globe.
The knowledge learned over the years will help the network function
successfully. Troubleshooting will come into play a lot through the project and the
ideas learned through that course will be beneficial in addressing issues that may
be encountered.
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Time Estimate:
Research

5 hours

Physical Setup

2 hours

Network
Configuration
Raspberry Pi
Setup
Testing

15 hours

Troubleshooting

20 hours

Documentation

50 hours

Total

102 hours

10 hours
10 hours
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Project Analysis
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Overview
Overall this project went fairly well and according to plan. The base concept
was executed to success and there weren’t too many issues. The project was
completed in a much faster time than I had originally anticipated which was a nice
surprise.
There were a few changes that had to be made due to some unseen errors
at the time of the planning and proposal phase of the project. The first issue I
realized when I went to set up the physical network. I had not accounted for the
placement of the devices in my house. I only have one Ethernet cable running up
to my room from the Spectrum router. Since my topology required two routers
connecting to the Spectrum router for redundancy, I had to add in an additional
switch that acted solely as a transport for the two Cisco routers to the Spectrum
router. This did not change the configuration in any way so it was a simple fix
since the Cisco lab kit I purchased for the project came with two switches.
The next problem I ran into was when I started configuring the Cisco
routers for EIGRP. The routers did not come serial slots equipped so they only had
the two gigabit Ethernet ports to use. Both of the ports on each router were being
used already so there was no open ports to connect the two routers together.
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EIGRP needs a directly connected link to establish a neighbor adjacency. I looked
into ordering two serial WAN interface cards for the routers, but because of the
COVID-19 pandemic, there were all kinds of shipping delays and I could not wait
any longer to start the project. I decided that it would be best to just get rid of the
EIGRP aspect of the project altogether since it was no longer possible without
drastically changing the topology and configurations.
The final major problem I had with my project was with my Ethernet cables.
I decided at the start of the project to make my own Ethernet cables to add a little
more complexity to the physical setup. I ordered a cable making set and started
making all the cables. They were all functional for the first couple of hours while
configuring the devices. After a few hours however, almost all of the cables
stopped working. I initially thought that I misconfigured something in the router
since that was what I was working on at the time. A few more hours goes by
trying to troubleshoot and I notice that almost all of the link lights are down. I
tried troubleshooting the links even more and eventually swapped out one of the
cables to see if it was the cable causing the problem and confirmed it was. I
decided that it would be best to just buy Ethernet cables instead of trying to make
more and potentially have the same problem happen again. I must have gotten
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some bad RJ45 connectors or maybe even a bad crimper from the cable making
set.
I had also anticipated that there would need to be some configuration of
NAT on the network. To my surprise, there was no need to configure NAT on the
routers to get them communicating with the Spectrum router and the internet.
This was a topic I wanted to dive deeper into than what we had covered in class
but apparently there was no need for it in my network.

Time
The project took a lot less time than I had thought it would even
considering the issues I ran into. I have a rough estimate that it took around 49
hours to complete the project. My original proposal had estimated around 102
hours for completion. A lot of the over estimation was in the troubleshooting and
documentation. I thought there would be more problems within the network that
would take longer to fix. I also thought documenting would take several days but
it only took two days of dedicated documenting.
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Cost
Item

Price

Cisco lab kit (2x 2950 switches, 2x 1841 routers)

$270

Raspberry Pi 3 B+ with case

$65

Console to USB cable

$13

Cable making kit

$20

Ethernet cables

$18

Total

$386

I was expecting to spend a lot more money on this project, but I found a
good deal on the Cisco equipment. I am quite pleased with the value I got out of
the devices for this project as well. The devices could potentially serve useful to
me in the future and the experience from this project will always be something
great to look back on.
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Project Presentation
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Project Description
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The following sections will include step by step breakdowns on how this
project was completed. The topology had to be updated due to an unseen
physical error in the planning phase. To visually simplify this project, I have
included a final topology and a picture of the physical setup for reference:
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Physical Setup
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The physical setup for this project was fairly simple. All that is required for
this part are the two switches, two routers, end devices, and cables. I decided
that I would make my own Ethernet cables to add a little more complexity to
what is usually a very easy procedure. Since I made my own cables I had to
purchase a spool of Cat6 Ethernet cable and a cable making kit along with the
Cisco routers and switches. The cable making process is not something I have
done for several years. I followed the T568B wiring diagram for all of my patch
cables. The T568B scheme looks like this:
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After all the cables were made it is time to connect the devices. The cabling
diagram can be found on the previous pages. At this time everything except the
Raspberry Pi should be connected. The Raspberry Pi will require additional
configuration before it can be placed onto the network.
The devices can be powered on at this point. It takes a while for the
systems to boot up on the older devices.
Once all the cables are in place I decided to check each of the routers and
switches for previous configurations. This is to ensure they are fresh devices and
also so that no hidden issues arise during the problem. Once the devices have
been confirmed to be on cleared configurations, the next step to the project can
begin.
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Network Configuration
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Laptop
The first step of the network configuration will be done on the laptop. It is
often forgotten so I wanted to get that out of the way.

The laptop will be assigned the address 192.168.10.50 with the /24 subnet
mask. The default gateway is the address that will be assigned to the virtual HSRP
address for the PC’s subnet.
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Switch1
There are a lot of configurations that need to be done on this switch. To
start off I added the three VLANs by entering the following commands:

The next step is adding the three SVI’s that correspond to the three VLANs.
The commands used to accomplish this are as follows:

Note that these VLAN interfaces will not show as UP until at least one device/port
is associated with it. The use of the .2 address for each interface is so that HSRP
can use the .1 addresses when the routers are configured.
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Now the VLANs need to be assigned to their designated ports. The USER
VLAN needs to be associated with the laptop port. The SERVER VLAN needs to be
associated with the Raspberry Pi port. These commands used to assign them
correctly are as follows:

Notice how VLAN 10 changed state to up. This is because the laptop is already
connected to it. There SERVER VLAN does not come up yet because the Raspberry
Pi is not currently connected.

The next step is setting up trunking on the switch ports connected to the
router. Trunking allows for the VLANs to continue traveling across the network
with their VLAN tags. The configuration will be the same for both of the ports and
is as follows:
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I used the int range command for save some time here, but each interface could
also be configured individually if preferred. Notice how the SVI’s for the other
VLANs now change to up when associated in the trunk link. Also notice how both
of the interfaces go down when the switch port is changed into trunk mode. It is
also worth noting that there is no encapsulation command in this output. The
reason for this is because the Cisco 2960 switches only supports 802.1q and
therefore has no other encapsulation options.

The only other optional commands needed on the switch now are the
spanning tree configuration and the port security. For the purposes of this
project, I have realized spanning tree configuration is no longer necessary since
there are no directly connected switches. Port security on the other hand is still a
valuable option. The configurations I chose for this project were:
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Port security needs to be enabled first which is shown in the first command. The
sticky command allows the switch to dynamically learn and add the MAC
addresses to their virtual tables. The max 2 command means that only two MAC
addresses maximum are allowed on each of the ports.

The final security measure now is to assign all of the unused ports to a
separate VLAN and disable them. This is often referred to as a black hole VLAN.
Once they are placed in the VLAN, simply shutdown all of the ports so no
unwanted access can be allowed onto the switch.
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Routers
The routers will have nearly identical configurations. The first step will be to
finish the router side of the trunk link. This is done through the use of sub
interfaces. The commands are as follows:

The same commands will be put onto Router2, just with the .4 address for each of
the sub interfaces.

The next configuration that is going to be added is the HSRP. HSRP is a
newer concept to me but I think the implementation of it into this project will be
a good demonstration of what it can do. The idea of using a virtual IP address
instead of a physical one makes redundancy a lot smoother. The configuration for
HSRP will look like this on both of the routers:
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HSRP acts as a failover is one of the paths goes down. The routers share the same
virtual IP that users connect to, so if one of the links go down, the other will take
over and continue routing traffic.

The next step for each of the routers is to assign the g0/0 ports an IP
address. This is done by entering the following commands:
Router1 (config)#int g0/0
Router1 (config-if)#ip add 192.168.1.20 255.255.255.0
Router2 (config)#int g0/0
Router2 (config-if)#ip add 192.168.1.21 255.255.255.0
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After the ip addresses are configured, two static default routes need to be
configured so that the devices can leave the local network. This is done by
entering ip route 0.0.0.0 0.0.0.0 g0/0 on both of the routers. This is the final
configuration needed on the routers.

Switch2
There are no configurations necessary on this switch as it is only acting as a
forwarding device to the Spectrum Router. As long as the ports are all up, there is
no extra configuration needed.
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Spectrum Router
The Spectrum router was one of the hardest parts of this project. I have
never dealt with this GUI and it is much different configurations than on a Cisco
device. The first step was to log into the router via browser. In my network the
address to access the device is 192.168.1.1. Once inside the GUI, there is a tab
titled Advanced Setup. Under this tab there is another section called Static
Routes. This is where all of the VLAN addresses need to be routed.

Here is an example of the VLAN 10 host address being added. This needs to be
done for all of the hosts in other VLANs as well. In this project, only the server
address will need to be added to the static routes. This is done the same way as
shown above but with the 192.168.50.50 address instead.
The next step is to prepare the router to be able to port forward. Under the
Advanced Setup tab there is a Port Forwarding / Port Triggering option. Select
that and enter the following information:
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7777 is the default port used by the game and that will not be changed during this
project. We will link the address to the 192.168.50.50 address since that will be
the address of the server running the game.
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Raspberry Pi Configuration
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Prepare for Installation
The very first step in setting up the Raspberry Pi is preloading the OS onto
an SD card. To obtain the NOOBS operating system navigate to
raspberrypi.org/downloads/noobs. There you will find the most recent version of
the NOOBS operating system. Download the ZIP file. This may take a while.
While the ZIP file is downloading, the SD card needs to be formatted. To do
this a tool needs to be downloaded to format the SD card to FAT32. The website I
chose to use was https://www.sdcard.org/downloads/formatter. Download the
formatter and run the program.
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Select the appropriate drive for the SD card and then click format. There will be a
confirmation saying that the format to FAT32 was successful.
Now once the card has been formatted and the NOOBS has been
downloaded, we can load the NOOBS onto the SD card. Copy the extracted files
from the NOOBS ZIP into the SD card. This might take a minute or two to transfer
over.
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Installation and Setup
Once the files are on the SD card we can begin assembling the Raspberry Pi.
Connect the HDMI cable as well as the keyboard and mouse. An Ethernet
connection will be needed for further steps so I plugged it into the proper port in
Switch1. Plug in the SD card into the slot and then plug in the power supply. The
Raspberry Pi will boot up and display the image found on the next page:
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Select the Raspian Full option and then click install in the top left. There will be a
confirmation that you click “Yes” for. The operating system will now begin
installing on the Raspberry Pi. This will take a long time but no further
configuration can be done until the system is fully installed. The screen will look
like the image on the following page while it is installing.
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Once the installation has finished you will see this:

Click okay and the Raspberry Pi will start up and take you to the desktop.
On the startup, there will be prompts to change the password and also select
language. Go through these steps and then click install updates. The Raspberry Pi
needs to be running on all of the latest software to be compatible for this project.
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After installation, the Raspberry Pi will need to restart for the updates to take
effect. Restart the Raspberry Pi before the next steps can occur.

The first thing we want to do after restarting the Raspberry Pi is assign it
the address 192.168.50.50. To do this, right click the switch symbol in the top
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right of the screen and select the Wired and Wireless Network Settings. Then
enter the address as shown in the following screenshot:
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Click Apply to save the IP address.
The next step will be the download and installation of Mono. Mono is a
programming interface that will be used to support the video game server. To
install this we will need to run a set of commands in the terminal. Open the
terminal from the top left and enter the following commands one at a time:
sudo apt-key adv --keyserver hkp://keyserver.ubuntu.com:80 --recv-keys
3FA7E0328081BFF6A14DA29AA6A19B38D3D831EF

echo "deb http://download.mono-project.com/repo/debian wheezy main" |
sudo tee /etc/apt/sources.list.d/mono-xamarin.list

sudo apt-get update

sudo apt-get upgrade

sudo apt-get install mono-complete
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The last command listed will take the most time as it is the full installation of
Mono.

Once the installation finishes, Mono is ready to be used.
Tshock can now be downloaded. Tshock is the Terraria server that is used in
this project because it offers more server management features than the base
version of the game. To download Tshock navigate to the web browser on the
Raspberry Pi and go to https://github.com/Pryaxis/TShock/releases. Download
the .zip file of the latest release. Extract the files to a known location.
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Next we need to set up Tshock. Inside the terminal, navigate to the
directory that Tshock was extracted to by using the “cd” command.

After we are inside the proper directory, type mono ./TerrariaServer.exe. This will
start the Terraria server for creation. The terminal will now prompt several times
while setting up the new world.
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After the world name is entered, the map will start generating. This process takes
a very long time.
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After the world has finished generating, select the world from the menu

It will then prompt more server settings to go through:
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It is very important to keep the server port 7777. This is the port that has already
been configured on the Spectrum router. It is also important to say yes to the
automatically forward port.

When this message shows up, the server is ready to be joined by users. To further
set up the server I went into the game on the laptop and created a user account
for myself and entered the /auth 4469570 command in the chat. The following
screenshots show the process of this:
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After these commands have been entered in the game, the logs on the Raspberry
Pi update to show what is happening on the server:

At this point, the Raspberry Pi is ready to be accessed by external users.
The configuration on the Raspberry Pi is complete and users will be able to
connect to the server by entering the public IP address of the network.
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Testing
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Router1
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The first screenshot shows that all of proper interfaces and sub interfaces
are up and functional. The next one is a ping to the Spectrum router that grants
access in and out of the network. This shows that the network is accessible for the
Terraria server. The third screenshot shows that the router has an entry in its
routing table for all of the VLANs and a default route outward to the internet. The
last screenshot shows that the HSRP is functional and that the virtual IPs are
active.
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Router2
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The output for Router2 is the same commands to verify as Router1. The
first screenshot shows that the proper ports and sub interfaces are working. The
second screenshot is the ping to the Spectrum router. The third screenshot shows
that there is a route to each of the VLANs and therefore and reach each of the
hosts. Also the default route to the internet is shown. The last screenshot is
showing that HSRP is operational.
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Switch1

The first screenshot verifies that the VLANs and proper interfaces are up.
The second screenshot shows that the proper ports are trunking with the routers.
The third screenshot shows that the switch has connectivity all the way to the
Spectrum router.
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Laptop

There is not much to show here for the laptop. This is a ping from the
laptop to the Spectrum router. This verifies the host will have internet
connectivity. The rest of the laptop verification was covered in the configuration
or will fall under the next section.

68

Raspberry Pi

These screenshots are taken from the Tshock log on the Raspberry Pi.
When a user logs into the server, their IP address and character name will be
displayed. I had two people connect to my server from outside of the network.
Their IP addresses listed are clearly not from the local network. The following
screenshot is a picture that one of the players provided me so that I could prove
they were connected from their side too:
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This screenshot was taken by the player brit and it shows that both brit and
Guile are connected to the server at the same time. I was logged out of the game
at the time running tests on the other devices and waiting for them to connect.

The following picture is further verification that the Raspberry Pi could ping
the Spectrum router successfully:
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Weekly Journals

72

Senior Project Weekly Report 1
Spring 2020
Dr. Shirong Du

Student name: Brad Stoldt
Week: 2/16 - 2/22
Date

Times

2/162/22

Summary

Hours

Research and planning

5

TOTAL

5

Journal Details:
2/16 - 2/22:
-Waiting on the rest of my equipment to arrive in the mail to begin configuration.
Began researching the setup for the Raspberry Pi and the configs that need to be
placed onto the devices

73

Senior Project Weekly Report 2
Spring 2020
Dr. Shirong Du

Student name: Brad Stoldt
Week: 2/23 - 2/29
Date

Times

Summary

Hours

2/29

2:00pm - 4:00pm

Routers and switches connected and
addressing scheme was designed

2

TOTAL

7

Journal Details:
2/24:
-Equipment arrived.
2-29:
-Physical setup and addressing scheme
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Senior Project Weekly Report 3
Spring 2020
Dr. Shirong Du

Student name: Brad Stoldt
Week: 3/1 - 3/7
Date

Times

Summary

Hours

3/5

7:00pm – 9:00pm

Addresses were put into place. Ping testing
and troubleshooting

3

TOTAL

10

Journal Details:
3/5:
-I assigned the addresses to network devices. Pings were all successful. Next week
will start the meat of the configurations and connecting the hosts
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Senior Project Weekly Report 4
Spring 2020
Dr. Shirong Du

Student name: Brad Stoldt
Week: 3/8 - 3/14
Date

Times

Summary

Hours

3/10

5:00pm – 9:00pm

Router/Switch Configurations

4

TOTAL

14

Journal Details:
3/10:
-Routers were configured for HSRP and given default routes outward to the internet.
Switches were configured with VLANS and ports were set to specific VLANS. Other
configurations included best practices
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Senior Project Weekly Report 5
Spring 2020
Dr. Shirong Du

Student name: Brad Stoldt
Week: 3/15 - 3/21
Date

Times

Summary

Hours

3/16

6:00pm – 9:00pm

Documentation

3

TOTAL

17

Journal Details:
3/16:
-Documentation up to the current state of the project.
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Senior Project Weekly Report 6
Spring 2020
Dr. Shirong Du

Student name: Brad Stoldt
Week: 3/29 – 4/4
Date

Times

Summary

Hours

4/3

5:00pm – 10:00pm

Raspberry Pi Setup

5

4/4

2:00pm – 6:00pm

Spectrum router research and setup

4

TOTAL

26

Journal Details:
4/3:
-Installed Raspbian OS on the Raspberry Pi. Did initial setup for the device.
Downloaded game server for configuration.
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Senior Project Weekly Report 7
Spring 2020
Dr. Shirong Du

Student name: Brad Stoldt
Week: 4/5 – 4/11
Date

Times

Summary

Hours

4/6

1:00pm – 10:00pm

Testing/Troubleshooting

9

4/7

1:00- 7:00pm

Documentation

6

4/8

1:00pm -9:00pm

Documentation

8

TOTAL

49

Journal Details:
4/6:
-Ran pings through the devices. Had to reference past labs to reconfigure some
areas. Once pings were successful, I started up the server and confirmed the laptop
could connect to the game. I had two external users connect to the server
successfully.
4/7:
-Caught up with the rest of the documentation and screenshots.
4/8:
-Final documentation and revisions. Prepared the presentation.
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Project idea - https://www.instructables.com/id/Raspberry-Pi-Terraria-Server/
Operating System - https://www.raspberrypi.org/downloads/noobs/
SD card formatter - https://www.sdcard.org/downloads/formatter
Mono - https://www.mono-project.com/
Tshock - https://github.com/Pryaxis/TShock
Ubuntu command help - https://help.ubuntu.com/community/UsingTheTerminal
Cisco configuration references - www.cisco.com
Port forwarding - https://www.noip.com/support/knowledgebase/setting-portforwarding-netgear-router-genie-firmware/

